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1
Decision/action requested

It is proposed to apply the proposed changes to the TR 33.835.
2
References

[1]
3GPP TR 33.835 v0.3.0
3
Rationale

The Subscription Permanent Identifier (SUPI) is considered sensitive information. In order to protect the privacy of  user, the SUPI should not be transferred in clear text over the air. In the current solution 2 and solution 3, the authentication procedure is initiated by the UE sending a Request message to the AAuFs, in which the user identity is carried. This user identity is not necessarily SUPI. Thus it is proposed to changed it to ‘user identity’.
4
Detailed proposal

***
BEGIN CHANGES
***

6.2
Solution #2: Access independent architecture solution for AKMA

6.2.2.2.2
Authentication

Editor’s Note: The mechanisms for key revocation is FFS.

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

The UE takes the role of the peer,

The AAuF takes the role of a pass-through authenticator, and

The AUSF takes the role of the backend authentication server.

The authentication procedure is initiated by the UE sending a Request message to the AAuF. Following the UE request the AAuF triggers the EAP authentication procedure by sending an AKMA authentication request to the AUSF. The AUSF and the UE would then engage in an exchange of EAP messages that is concluded by the AUSF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the message includes as well the AKMA anchor key KAKMA. The AAuF forwards the EAP result message to the UE and in case of success includes the necessary AKMA parameters such as a temporary identifier and a validity time. The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed.

When the UE is registered to the 5G System, the transport protocol for the EAP message over the User Plane depends on the type of the PDU session. For PDU sessions of IP type, the EAP messages are carried over IP using the PANA protocol specified in RFC 5191 [8]. For PDU sessions of Ethernet type, the EAP messages are carried using the EAPol protocol specified in IEEE 802.1X [9].

When the UE is not registered to the 5G System, it is required that the UE has IP connectivity as in the GBA feature. In such case the EAP messages are carried using the PANA protocol as described above.
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Figure 6.2.2.2.2-1: Authentication procedure

***
NEXT CHANGE
***

6.3
Solution #3: Architecture solution for AKMA with standalone anchor

6.3.2.2.2
Authentication

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

The UE takes the role of the peer,

The AAuF takes the role of EAP authentication server
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Figure 6.3.2.2.2-1: Authentication procedure

The authentication procedure is initiated by the UE sending a Request message to the AAuF. 

Following the UE request the AAuF requests AV from the UDM/ARPF.

AAuF triggers the EAP authentication procedure by sending an EAP request to the UE. The AAuF and the UE would then engage in an exchange of EAP messages that is concluded by the AAuF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the AAuF derives the AKMA anchor key KAKMA. 

The AAuF forwards the EAP result message to the UE and in case of success includes the necessary AKMA parameters such as a temporary identifier and a validity time. The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed.

***
END OF CHANGES
***
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